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PCOM Access Guide For VisilLogic

The following application note illustrates how to implement the PCOM and INFO
mode password function blocks. The additional ladder diagram functions show one
way of implementing these security functions; however, it is the responsibility of the
user to ensure that their implementation meets the security level they are expecting
or desire.

Unless you are very sure of what you are doing, we do not recommend downloading
this to a remote PLC as the download will result in a potential loss of commes.

With the release of VisiLogic 9.9.0 Unitronics have added in new security
measures to deny access to unwanted outside sources. To achieve this,
Unitronics have now given the user ways to disable areas on the VisiLogic PLC
so that only trusted people can access the areas they need to.

Because of this, there will now be compiling errors on your program (if using
ethernet Communications) due to not having the function blocks on your
project now as shown below.

E LDR B 33 Project containg Ethernet elements, but Ethernet Passwaord is migsing [COM>TCP/P: Set Ethemet Password).
33 Project iz mizzing an Information Mode password [Utils> Set Information Mode Passward)

This Guide will show you the step-by-step guide on setting up PCOM
Password and Info Password.

(Example Project: ‘VisiLogic PCOM Set Up.vip’)

Setting your PCOM (Ethernet) Password

For this guide we will be attempting to set up so that we can communicate to
the plc to upload a new project through ethernet.

Where as before all you needed to achieve this was this:

Sk 2
FPower-up bit |-
1 | EN  EN EN  EN EN  ENO—
S TCRAP . TCRAP - | PLC MaAME :
CARD IMIT - | SOCK IMIT : FLC
. Socket .

We now need to add two new function blocks to make this work.
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For now, we will focus on setting up your PCOM Password which is located
under Com>TCP/IP>Set PCOM (Ethernet) Password. Add this new
function block to your power-up rail with A= an register that has between 1-8

registers spare after it like this:

L
T R S S N
Pawer-up bit -« o o
F— F—EN EN EN  EN EN  EN EN FENOG—- - - - - - -
L TCFAP TCRAR FLCMAME | - - - - - . - FCOM | - - - - o
------ CARD IMNIT SSDDECEL?IJ FLC MO AF‘asswordB Mi T S
______ Ethernet Status S
@ ....................................................
| EE Ij-IDA |
| i DEC |Ethemet Password Offzet
[l 1 O DEC
[l 2 O DEC
[l 2 O DEC
bl i O DEC
| ] O DEC
[l = O DEC
[l 7 O DEC
[l g DEC | Status

P

The reason we have left space here is because the PCOM password requires
Ascii Input.

The Ascii input you will be entering will need space for two characters per one
register. For example, in this program i4Automation as an ethernet password
would be separated as follows: (Passwords are case sensitive)

Letters in registers HEX Value Hex Breakdown
MIO= i4 3469 Hex 34=4 69=i
MI1= Au 7541 Hex 75=u 41=A
MI2= to 6F74 Hex 6F=0 74=t
MI3= ma 616D Hex 61l=a 6D=m
MI4 = ti 6974 Hex 69=1 74=t
MI5= on 6E6F Hex 6E=n 6F=0
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Conversions can be done here:

https://www.rapidtables.com/code/text/ascii-table.html

From here we can choose to enter the ascii values in as power values to each
of the MI's and that would have a set password that can not be changed unless
you go online through VisiLogic and change it.

Instead, we want to be able to change this password on the PLC itself on its
HMI.

Go to your HMI and input a new Ascii string from the toolbar on the left shown
below:

Shapes Display: ! Start-Up Display |G Draw its box as you would a numeric value
e | box onto your chosen screen and then click
sie onto the box to reveal the properties’ menu
& o Prop

of the variable ascii string.

Text Image

Example of window:

| Yariable: ASCIl String * 1 Start-Up Display
Ha
— Start of Wector [Each register byte contains one character]- Humber of Characters [Determines wector length]

| L] T =]
— Shing Pattem [Determines field length)———— Colar r % Keypad Entry

|Te:-:t_To_D|spIay [ Mask Enty
Description ZIVariabIe 2 Description Font: IMS Sanz Serf [14.E 'l

& Constant Sting € String from Library
— Link. Colars
Refiesh: | | peckcoor [N |
Hide: [ _| Ql —Propetties————————
Disable \-'iew:l _I QI Fort: IMS Sanz Senf (8] VI
Marking view:l _I QI lﬁ;;ment Icenta Center jv
Legal entry: | L] 2] | stple: |3D Pressed] v |
Touch: | _I QI
] | Cancel | Help |
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Please see below where you should enter in details and what each box is for:

I Start-Up Dizplay

2 Variable: ASCII String

' —
- Start of Wectar [E ach register bute containg one characterlf Nurber of Characters [Determines vector langth) ﬁ
|M| 0 - Ethemet Password Offset _I
— Stiing Pattern [Determines field length) ]
|Set PCOM Password I_ T Tiask Ent
Digzcription :IVariabIe 2 Description Font: IMS Sans Serf (14.E VI
i (& Cowstant String_C_Sting from Libray
- Link. Color
Refresh: ME O - Refrezh _I Back Color I |
Hide: | 2| Froperties——————————

_IQI Fant: IMS Sans Serf (8] vI
TR ViEW:I _I QI Lﬁ;ment IEenter Center vI

| &

o 7,

Disable view: |

Legal enry: |

Style: I 30 [Pressed] - I

Touch: |

ok | Eancell Help I

1 Start of Vector - select which register value the vector will start from.

2 Number of characters - how many characters the password will be and

also how many registers will be needed for the password between 8-16 long (2
characters= 1 register)

3 String Pattern - used to show what text is displayed in box before
input.

4 Refresh - link Variable to a Bit to refresh the Variable.

5 Keypad entry - Tick this to enter the password you require.

N.Rocks - 12/03/2024


http://www.i4automation.co.uk/

Telephone: 01480 395256
www.i4automation.co.uk
sales@id4automation.co.uk

14 Automation Ltd

Innovative Solutions for Industry

Optional: Mask Entry - This is underneath Keypad Entry and this allows you
to mask the input used for the password.

Setting Info Password

After pressing ok, I can now set up a button to set the password on every
press instead of just on power up and also add in the new info password
function block. To do this go to Utils>Set Info Mode Password in your
ladder and apply it to the power up rail also like shown:

.
& SET e e e e e
Pawer-up Bt - - - o o o e e
— | EN __EN EN __EN EN __EN EN __EN EN __EN :
------ TCPAP - TCP/P - | PLEM&ME | - - - - - Set S e EEE PCOM EEEEE
------ CARDIMIT + - [ SOCKIMIT - PLC - Infa Pazzword -
10 . . . Ml 10 i L ME 1 Mia i L Ml &
______ . Secket 0 . | Info Passward APassword B Statug Ethernet A B Statuz o
ME 2 | - e
SetPassword |- - . . . . e
_|PI ....................

For this example, we will be only having the Info mode working off its power
up value but you can edit the numeric value by adding a numeric FB on the
HMI linked to the MI relevant and type in a new value and setting with a
button similar to the PCOM Password layout above.

To achieve a power value, see example below: (this example will use the
new password of 1568 as shown)

—EN EN [ EN I EN
- TCRAR . FLC MakE e Set
SOCK IMIT . FLC |nfo
Socket 0 . & Password Bl ng 1
tatus

- ‘ﬁ |nfo Password

. E_q Direct | |
|M| j |1|:| ||nf|:| Pazzward |E| Ok :

' : Cancel | |-

TR I e L Tl |

aJ .

Please note: Passwords such as 2222,3333,4444 do not work and
won’t be accepted!
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Now download this project into your PLC and you should see that after entering
a new password into the box you are able to connect via Ethernet!

More Examples:

There are different ways to show this also. By adding a binary image/switch to
the status of the PCOM password FB we can have a visual on if there is a
connection ready to be used also shown below:

SBZ b MITT b o e e e e WB 3
Powerup bit |- - -« o L Status Light
— EN _ENC—EN ENC—EN EN N _EN {R} N__EN N _ENO——S}—

TCP/P TCP/P PLCMAME | - - - - - . . Set b o e T PCOM  } - - - o o | e A-B | - - - - .
CARD INIT SSEIUIZCié:d\UT PLC VT -APa.‘;::jnmE— ME1 M0 | F‘asswde_ Wi Wi 1.
Info Password Staws | 00T Ethernet Status Staws % | D
MBZ | o e e e
SetPassword - - - o e e D#1 8 . MB 3
FT 1 S S T T T T T T 7 . Status Light
e e e T .
................................. Lo N ENO——{R)—
................................................ ey A
P AT DR
........................................... Status Ce e
S R DD B AN | DR

Extra Information

e With this new security update the default port of 20256 that comes with
every PLC can still be used and accessed but is now no longer
recommended to use. A list in the hyper link below shows a lit of port
numbers that can be used instead:

https://en.wikipedia.org/wiki/List of TCP and UDP port numbers#Reaqi
stered ports
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